
berkeley packet filter cheat sheet
berkeley packet filter cheat sheet serves as an essential resource for
network administrators, security analysts, and developers who work with
packet capturing and network traffic analysis. This cheat sheet provides a
concise yet comprehensive guide to the Berkeley Packet Filter (BPF) syntax,
commands, and practical usage scenarios. Understanding BPF syntax allows
efficient filtering of network packets, enhancing the speed and accuracy of
network troubleshooting, security monitoring, and data collection. This
article covers key elements of BPF, including its syntax, common filters,
logical operators, and examples to illustrate real-world applications.
Whether working with tools like tcpdump, Wireshark, or custom packet capture
programs, mastering the Berkeley Packet Filter can significantly improve
network diagnostics. The following sections break down the core concepts and
commands to provide a quick reference for users at all levels.
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Understanding Berkeley Packet Filter
The Berkeley Packet Filter (BPF) is a low-level, efficient mechanism for
filtering network packets at the kernel level. Originally developed for Unix-
like systems, BPF enables the capture and analysis of network traffic by
applying filters that specify which packets should be processed or ignored.
This filtering is crucial for improving performance by reducing the amount of
data passed to user space, especially in high-throughput environments. BPF
operates using a pseudo-machine language that allows precise control over
packet matching criteria based on headers and payload data.

Many popular network analysis tools, such as tcpdump and Wireshark, utilize
BPF filters to capture relevant packets. The flexibility of BPF makes it
ideal for a variety of tasks, including intrusion detection, traffic
monitoring, and protocol debugging. Understanding how BPF works and its
syntax forms the foundation for crafting effective packet filters.



BPF Syntax and Expressions
BPF syntax is designed to express filtering rules in a clear and concise
manner. The syntax defines expressions based on packet attributes such as
protocol types, IP addresses, ports, and packet directions. Filters can be
combined with logical operators to build complex matching conditions. The
general structure involves specifying the protocol or layer, followed by
qualifiers to narrow down the selection.

Basic Filter Components
Basic components of BPF syntax include keywords that identify protocols and
packet parts, as well as qualifiers that specify source or destination
fields. Common primitives are:

host: Matches packets to or from a specific IP address.

net: Matches packets to or from a particular network.

port: Matches packets with a specified source or destination port.

src: Specifies the source address or port.

dst: Specifies the destination address or port.

proto: Filters by protocol, such as tcp, udp, icmp, arp.

Layer Specifications
BPF allows specifying filters at various layers of the OSI model, primarily
focusing on link, network, and transport layers. For example:

ether – Ethernet frames.

ip – Internet Protocol layer.

tcp – Transmission Control Protocol.

udp – User Datagram Protocol.

icmp – Internet Control Message Protocol.

Common Berkeley Packet Filter Commands
Understanding common BPF commands is essential for building effective



filters. These commands often form the basis of packet capture expressions in
tools such as tcpdump. The following list outlines frequently used commands
and their purposes.

host <ip_address>: Filter packets to or from a specific IP address.

src host <ip_address>: Filter packets originating from a given IP
address.

dst host <ip_address>: Filter packets destined to a given IP address.

net <network_address>: Filter packets to or from a specific network.

src net <network_address>: Filter packets from a specific network.

dst net <network_address>: Filter packets to a specific network.

port <port_number>: Matches packets with a source or destination port.

src port <port_number>: Matches packets originating from a specific
port.

dst port <port_number>: Matches packets directed to a specific port.

proto: Filter by protocol name (tcp, udp, icmp, arp).

Logical Operators in BPF
Logical operators allow combining multiple expressions to form complex
filtering criteria. BPF supports standard logical operators that enhance the
filtering precision.

Supported Operators
The primary logical operators used in BPF filters include:

and – Requires both conditions to be true.

or – Requires at least one condition to be true.

not – Negates a condition.

Using these operators, filters can be chained to implement nuanced packet
selection rules that distinguish between protocols, addresses, and ports.
Parentheses can be used to group expressions and control evaluation order for
clarity and correctness.



Practical Examples of BPF Filters
Practical examples illustrate how to apply BPF syntax and commands
effectively. These examples cover common scenarios encountered during network
analysis and monitoring.

Example 1: Capture TCP Traffic to a Specific Host
This filter captures all TCP packets sent to IP address 192.168.1.10:

tcp and dst host 192.168.1.10

Example 2: Capture UDP Traffic from a Specific
Network
This filter captures UDP packets originating from the 10.0.0.0/24 subnet:

udp and src net 10.0.0.0/24

Example 3: Capture Packets on Port 80 or 443
This filter captures packets where either the source or destination port is
80 (HTTP) or 443 (HTTPS):

port 80 or port 443

Example 4: Capture ICMP Traffic Except from a
Specific Host
This filter captures ICMP packets excluding those from IP address
192.168.1.5:

icmp and not src host 192.168.1.5

Advanced BPF Usage Tips
Beyond basic filtering, advanced BPF usage involves optimization techniques
and leveraging additional features to maximize performance and accuracy.



Optimizing Filters for Performance
To improve efficiency, place the most restrictive expressions early in the
filter to reduce the amount of data processed. For example, specifying the
protocol before ports or hosts can minimize unnecessary checks.

Using BPF with Custom Applications
Developers can integrate BPF filters into custom packet capture applications
using libraries such as libpcap. This integration allows dynamic filter
construction and runtime adjustment based on application logic.

Understanding BPF Bytecode
BPF filters are compiled into bytecode executed by the kernel’s BPF virtual
machine. Familiarity with this bytecode can help in debugging complex filters
and understanding performance implications.

Use tools like tcpdump with verbose flags to see compiled filter code.

Analyze filter performance by testing with different filter expressions.

Avoid overly broad filters that increase CPU usage and degrade
performance.

Frequently Asked Questions

What is the Berkeley Packet Filter (BPF) cheat sheet
used for?
The Berkeley Packet Filter cheat sheet is a quick reference guide that helps
users write and understand BPF filter expressions used to capture network
packets selectively in tools like tcpdump and Wireshark.

How do I write a basic BPF filter to capture only
TCP traffic?
To capture only TCP traffic, use the BPF filter expression: "tcp". This
filter matches all packets using the TCP protocol.

What is the BPF syntax to filter packets from a
specific IP address?
To filter packets from a specific IP address, use the syntax: "src host



<IP_ADDRESS>". For example, "src host 192.168.1.1" captures packets
originating from that IP.

How can I filter traffic on a specific port using
BPF?
Use the filter "port <PORT_NUMBER>" to capture packets to or from a specific
port. For example, "port 80" captures HTTP traffic on port 80.

What is the difference between 'host', 'src', and
'dst' in BPF filters?
In BPF filters, 'host' matches packets where either the source or destination
IP matches the given address, 'src' matches only packets with the specified
source IP, and 'dst' matches only packets with the specified destination IP.

Can BPF filters be combined to capture complex
traffic patterns?
Yes, BPF filters can be combined using logical operators like 'and', 'or',
and 'not' to create complex filter expressions. For example, "tcp and src
host 192.168.1.1 and port 443" captures TCP packets from a specific IP on
port 443.

Where can I find a comprehensive Berkeley Packet
Filter cheat sheet?
Comprehensive BPF cheat sheets are available on networking and security
websites such as the official tcpdump documentation, GitHub repositories, and
educational blogs focused on network analysis and packet capturing.

Additional Resources
1. Mastering Berkeley Packet Filter: A Comprehensive Guide
This book provides an in-depth exploration of the Berkeley Packet Filter
(BPF) technology, covering its architecture, syntax, and practical
applications. It is ideal for network engineers and security professionals
looking to enhance their packet filtering and capturing skills. The guide
includes numerous examples and cheat sheets for quick reference and effective
learning.

2. Practical Packet Filtering with BPF
Designed for hands-on learners, this book focuses on applying BPF in real-
world scenarios such as network monitoring and intrusion detection. It offers
clear explanations, practical tips, and a concise cheat sheet to help readers
quickly write and optimize BPF expressions. Readers will also find
troubleshooting advice and performance tuning techniques.



3. Networking with Berkeley Packet Filter: Tools and Techniques
This title explores how BPF integrates with various networking tools like
tcpdump, Wireshark, and libpcap. It includes detailed tutorials on crafting
filters and interpreting packet captures effectively. The book also provides
a handy cheat sheet summarizing common BPF commands and filter expressions
for easy access during network analysis.

4. Berkeley Packet Filter for Security Analysts
Focusing on cybersecurity applications, this book explains how BPF can be
leveraged to detect and prevent network threats. It covers advanced filter
creation, automation scripts, and integration with SIEM systems. A concise
cheat sheet is included to help security analysts quickly identify suspicious
traffic patterns.

5. BPF and eBPF: Beyond Packet Filtering
This book introduces readers to the extended capabilities of eBPF, including
performance monitoring and tracing in addition to traditional packet
filtering. It details the evolution from classic BPF to eBPF, with practical
examples and cheat sheets to facilitate understanding. The content is suited
for developers and system administrators seeking to expand their skill set.

6. Quick Reference Guide to Berkeley Packet Filter Syntax
A compact and easy-to-use cheat sheet style book, this guide focuses
exclusively on BPF syntax and expressions. It is perfect for beginners who
need a quick refresher or experienced users who want a handy reference.
Examples are provided to demonstrate the use of filters in different network
environments.

7. Packet Capture and Filtering with BPF and libpcap
This book covers the integration of BPF filters with the libpcap library for
network packet capture and analysis. It includes detailed instructions on
writing efficient filters and using libpcap APIs, complemented by a thorough
cheat sheet. The book is suitable for programmers and network analysts alike.

8. Effective Network Troubleshooting Using Berkeley Packet Filter
Focusing on troubleshooting, this book teaches how to use BPF filters to
isolate and diagnose network issues quickly. It provides strategies and
ready-to-use filter expressions compiled into a cheat sheet for rapid
deployment. The book also discusses best practices for capturing relevant
traffic without overwhelming data.

9. Berkeley Packet Filter Cookbook: Tips, Tricks, and Cheats
This cookbook-style book is packed with practical recipes for common and
complex BPF filtering problems. Each recipe includes a detailed explanation,
code snippets, and a summarized cheat sheet entry for easy recall. It serves
as a valuable resource for network professionals seeking quick solutions to
filtering challenges.
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