
bgp attributes cheat sheet
bgp attributes cheat sheet serves as an essential guide for network engineers and IT
professionals working with Border Gateway Protocol (BGP). BGP remains the backbone
protocol for inter-domain routing across the internet, and understanding its attributes is
critical for efficient route selection and policy control. This article provides a
comprehensive overview of the key BGP attributes, their functions, and how they influence
routing decisions. The detailed explanation helps in mastering BGP path selection and
route advertisement, which are vital for maintaining network stability and optimizing
performance. Whether configuring BGP in enterprise environments or managing service
provider networks, this bgp attributes cheat sheet equips readers with the necessary
knowledge to interpret and manipulate BGP attributes effectively. The article also covers
both well-known and optional transitive attributes, providing a full spectrum
understanding of BGP's capabilities and customization options. The following sections
break down the major BGP attributes and their roles in routing and policy enforcement.
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Understanding BGP and Its Importance
BGP, or Border Gateway Protocol, is the standardized exterior gateway protocol used to
exchange routing information between autonomous systems (AS) on the internet. It is
classified as a path vector protocol and plays a crucial role in determining the best paths
for data transmission across multiple networks. BGP attributes provide detailed
information about each route, influencing route selection and policy enforcement.
Understanding these attributes is fundamental to optimizing routing decisions and
achieving desired network behavior.

Well-Known Mandatory BGP Attributes
Well-known mandatory attributes are those that must be recognized and included in every
BGP update message. These attributes are essential for route propagation and path



selection. They form the core data that BGP routers use to evaluate routes.

AS_PATH
The AS_PATH attribute lists all the autonomous systems that a route has traversed. It is
used to prevent routing loops and to select the shortest path in terms of AS hops. Each AS
that the route passes through appends its AS number to the path, making it a critical
factor in routing decisions.

NEXT_HOP
NEXT_HOP specifies the IP address of the next router that should be used to reach a
particular destination. It is vital for ensuring that traffic is forwarded correctly. BGP
routers use the NEXT_HOP attribute to determine where to send packets next within the
AS or to another AS.

ORIGIN
ORIGIN indicates the origin of the route information. It can have one of three values: IGP
(Interior Gateway Protocol), EGP (Exterior Gateway Protocol), or INCOMPLETE. This
attribute helps routers prefer routes learned via IGP over those learned via EGP or with
incomplete information.

LOCAL_PREF
LOCAL_PREF (Local Preference) is used within an AS to influence outbound routing
decisions. A higher LOCAL_PREF value is preferred over lower values, making it a key
attribute for controlling the preferred exit point from an AS.

Atomic Aggregate
This attribute indicates whether the route has been aggregated or summarized. It signals
that some path information may have been lost due to aggregation, which can influence
route selection.

Well-Known Discretionary BGP Attributes
These attributes are well-known to all BGP implementations but are not required to be
present in every BGP update. They may be included depending on the network policies or
configuration.



LOCAL_PREF (When Optional)
While LOCAL_PREF is typically mandatory within an AS, in some multi-protocol
environments, it may be considered discretionary. It affects route preference internally
but is not advertised to external peers.

Atomic Aggregate
This attribute is discretionary and used to indicate that route aggregation has occurred. It
helps in understanding summarized routes and potential loss of path information.

Optional Transitive BGP Attributes
Optional transitive attributes may be recognized by BGP routers and propagated to other
BGP peers even if the router does not understand them. These attributes allow for
extended capabilities and experimental features within BGP.

Community
The COMMUNITY attribute is used for tagging routes with specific identifiers, allowing
for grouping and policy application. It supports flexible routing policies by enabling
routers to filter or prioritize routes based on community tags.

Extended Community
Extended COMMUNITY attributes provide additional granularity and options for route
tagging beyond standard communities. They are widely used in MPLS VPN environments
and for more complex policy controls.

Aggregator
The AGGREGATOR attribute identifies the router and AS that performed route
aggregation. This information is useful for troubleshooting and understanding the path of
aggregated routes.

Optional Non-Transitive BGP Attributes
These attributes are optional and non-transitive, meaning routers that do not recognize
them will discard them rather than passing them along to other peers. They are used for
specific, often proprietary, purposes.



Multi-Exit Discriminator (MED)
MED is used to influence inbound traffic from neighboring ASes by indicating a preferred
path into an AS. A lower MED value is preferred. It is only compared among routes from
the same neighboring AS.

Originator ID
This attribute is used in route reflection to prevent routing loops within an AS. It identifies
the router that originated the route.

Cluster List
The CLUSTER_LIST attribute is also used in route reflection to prevent loops by listing
route reflector clusters the route has passed through.

BGP Path Selection Process
The BGP path selection process utilizes attributes to determine the best path among
multiple route advertisements to the same destination. Understanding how these
attributes interact is critical for network optimization and stability.

Path Selection Criteria
BGP evaluates routes based on a sequence of criteria, starting with the highest
LOCAL_PREF, shortest AS_PATH, lowest origin type, lowest MED, and so forth. The
process includes the following steps:

Prefer the path with the highest LOCAL_PREF.1.

Prefer the path with the shortest AS_PATH.2.

Prefer the path with the lowest ORIGIN type (IGP < EGP < INCOMPLETE).3.

Prefer the path with the lowest MED, if paths are from the same neighboring AS.4.

Prefer the eBGP path over iBGP path.5.

Prefer the path with the lowest IGP metric to the NEXT_HOP.6.

Prefer the path that was received first (oldest path).7.

Prefer the path with the lowest BGP router ID.8.



Practical Tips for Using BGP Attributes
Effectively leveraging BGP attributes requires strategic planning and careful
configuration. Network engineers can manipulate these attributes to implement traffic
engineering, route filtering, and policy enforcement.

Control outbound traffic: Adjust LOCAL_PREF to prefer certain exit points within
your AS.

Influence inbound traffic: Use MED to suggest preferred paths to neighboring
ASes.

Prevent routing loops: Employ ORIGINATOR ID and CLUSTER_LIST in route
reflection setups.

Implement granular policies: Use COMMUNITY and EXTENDED COMMUNITY
attributes for tagging and filtering routes.

Analyze routes: Examine AS_PATH and AGGREGATOR for troubleshooting and
route verification.

Frequently Asked Questions

What is a BGP attribute cheat sheet?
A BGP attribute cheat sheet is a quick reference guide summarizing the key Border
Gateway Protocol (BGP) path attributes used for route selection and policy control.

What are the main types of BGP attributes listed in a
cheat sheet?
The main types of BGP attributes are well-known mandatory, well-known discretionary,
optional transitive, and optional non-transitive attributes.

Which BGP attribute has the highest priority in path
selection?
The Weight attribute has the highest priority in Cisco devices for path selection but is
Cisco-specific and not propagated to other routers.

What is the purpose of the AS_PATH attribute in BGP?
AS_PATH lists the Autonomous Systems a route has traversed and is used to prevent
routing loops and influence path selection by preferring shorter AS paths.



How does the LOCAL_PREF attribute affect BGP route
selection?
LOCAL_PREF (Local Preference) is used within an AS to prefer one outbound path over
another; higher LOCAL_PREF values are preferred.

What role does the MED attribute play in BGP?
The MED (Multi-Exit Discriminator) attribute suggests the preferred path into an AS from
neighboring ASes; lower MED values are preferred.

What is the difference between well-known mandatory
and optional attributes in BGP?
Well-known mandatory attributes must be recognized and included in all BGP updates,
while optional attributes may or may not be recognized and can be ignored if unsupported.

How is the NEXT_HOP attribute used in BGP?
NEXT_HOP indicates the next hop IP address that should be used to reach a destination
network, essential for forwarding packets along the BGP path.

Why is the ORIGIN attribute important in BGP?
The ORIGIN attribute specifies the origin of the route (IGP, EGP, or incomplete) and is
used to prefer routes originating from IGP over EGP or incomplete sources.

Can you list some common BGP attributes found in a
cheat sheet?
Common BGP attributes include Weight, Local Preference, AS_PATH, NEXT_HOP, MED,
ORIGIN, COMMUNITY, and ATOMIC_AGGREGATE.

Additional Resources
1. BGP Attributes and Path Selection: A Comprehensive Guide
This book dives deep into the core attributes of Border Gateway Protocol (BGP) and
explains how these attributes influence path selection in routing decisions. It covers well-
known attributes such as AS_PATH, NEXT_HOP, LOCAL_PREF, and MED, providing
practical examples for network engineers. The guide is ideal for those preparing for
networking certifications or working with large-scale BGP deployments.

2. Mastering BGP: Attributes, Policies, and Troubleshooting
Focusing on BGP attributes and their impact on routing policies, this book offers detailed
insights into configuring and troubleshooting BGP in complex network environments.
Readers will learn how to manipulate attributes to control traffic flow and optimize
network performance. The book includes real-world scenarios and cheat sheets to help



quickly reference key BGP parameters.

3. BGP Attribute Cheat Sheet: Quick Reference for Network Engineers
A concise and handy reference, this book compiles all essential BGP attributes in an easy-
to-navigate format. It’s designed for network professionals who need quick access to
attribute definitions, default values, and their effects on routing behavior. The cheat sheet
format makes it perfect for use during configuration or troubleshooting sessions.

4. Border Gateway Protocol Attributes: Theory and Practice
This book bridges the gap between theoretical understanding and practical application of
BGP attributes. It explains the significance of each attribute in the route advertisement
and selection process, supported by configuration examples and lab exercises. Ideal for
students and professionals seeking a thorough grounding in BGP.

5. BGP Routing Policies and Attribute Manipulation
Here, readers learn how to craft effective routing policies by leveraging BGP attributes to
influence path selection and route advertisement. The book covers attribute manipulation
techniques such as route maps, prefix lists, and communities. It’s a valuable resource for
network architects designing scalable and resilient BGP networks.

6. The BGP Handbook: Attributes, Path Selection, and Best Practices
This comprehensive handbook covers all aspects of BGP, with a special focus on attribute
functions and their role in best routing practices. It includes practical advice on attribute
tuning to enhance network stability and performance. Network administrators will find it
useful for both daily operations and strategic planning.

7. BGP Attribute Reference Manual for Cisco and Juniper
Tailored for users of Cisco and Juniper devices, this manual compares how BGP attributes
are implemented and used across these platforms. It provides configuration snippets and
troubleshooting tips specific to each vendor’s operating system. The book serves as a
practical guide for engineers working in mixed-vendor environments.

8. Advanced BGP Attributes: Enhancing Internet Routing
This advanced text explores lesser-known and extended BGP attributes that enable
sophisticated routing techniques such as traffic engineering and security enhancements. It
discusses attributes like AS_OVERRIDE, CLUSTER_LIST, and EXT_COMMUNITIES in
detail. The book is suited for experienced network professionals aiming to optimize BGP
beyond basic configurations.

9. BGP Essentials: Understanding Attributes and Their Impact
A beginner-friendly introduction to BGP attributes, this book explains foundational
concepts and how each attribute affects route propagation and selection. It simplifies
complex topics with diagrams and practical examples, making it accessible to those new to
BGP or networking in general. The book also includes summary cheat sheets for quick
revision.
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